The benefit of using WiFi for Internet connection is obvious: cost-effective and powerful. WiFi gives us the flexibility and convenience of not being tied to a fixed location. Nowadays, more and more electronic devices and gadgets, such as mobile phones, cameras, gaming devices, TV and entertainment equipment, are WiFi enabled. WiFi also enables your devices to share files instantly. WiFi broadcasting devices, such as Chromecast, give you extra convenience by allowing you to stream video and audio contents from your mobile phone to your TV using WiFi connection. However, this kind of flexibility and convenience comes with a cost. Sharing files, streaming contents or even accessing the Internet via WiFi means signals are being transmitted and they can be captured by anyone with a computer or mobile phone installed with appropriate software. Therefore, it is important to let WiFi users know their security risks and how to minimize them. Educating WiFi users to reduce the WiFi security risk is one of our on-going missions. Basing on empirically collected data, this paper is report of a comprehensive study on the use of WiFi and WiFi networking and the knowledge of WiFi users of the risks and security issues involved in using WiFi in Hong Kong. Findings of the study highlight the WiFi security knowledge gaps of the users in Hong Kong so that stakeholders can take action to improve Internet security by eliminating the security gaps identified.
Introduction
The popularity and affordability of Wi-Fi-enabled computers and mobile devices have revolutionized the realm of communication. With their application extends well beyond their conventional usability as a communication tool, these devices have become a tool for entertainment, for investment or even an essential learning tool. In recent years, their usability has evolved further to help us organize and manage our personal and professional life in much convenience.
To many people, Wi-Fi accessibility and connectivity are a necessity (Fong and Wong, 2016) . Some Internet users even joke that this accessibility and connectivity forms the sixth stage of Maslow's Hierarchy of Needs, sitting right beneath the tier of biological and physiological needs (Rahman, 2015) . This means, though in an exaggerated way, that getting online and staying being so are a need more fundamental than our need to survive. Table 2 below illustrates the frequency distribution and percentage composition of the age of the respondents. Of the 200 respondents (100%) who answered the question, the majority (40.0%) of them are aged between 26 and 35. Those who are in the 46-to 55-year-old bracket (17.5%) come second, which is followed by those who are in the 36-to 45-year-old bracket (14.5%). As regards their marital status, all respondents answered the question and majority of them are single (67.5% of 135 out of 200) and 65 (32.5%) are married (Table 3) . (Table 4) . Table 5 below illustrates the frequency distribution and percentage composition of the education profile of the respondents. The frequency distribution shows that the majority of the respondents (45.0% or 90 out of 200) have a bachelor degree. They are followed by those with an associate degree (28.0% or 56 out of 200) and those with a postgraduate degree (15.0% or 30 out of 200). Table 7 and Figure 1 below illustrate the frequency distribution and percentage composition of the Wi -Fi experience profile of the respondents. The frequency distribution shows that the majority of the respondents (90.5% or 181 out of 200) have more than 2 years' of experience using Wi-Fi. Comparing with the 81.1% recorded last year, the percentage of respondents with more than 2 years' of experience using Wi-Fi has increased 9.5 percentage points, an indication of the growing popularity of Wi-Fi usage in Hong Kong.
Those with 1-2 years' of experience (4.0% or 8 out of 200) come second. 3.0% (6 out of 200) of the respondents have six months' to one year's of experience using Wi-Fi and 1.5% (3 out of 200) of them have used it for less than six months. Only a small percentage (1.0% or 2 out of 200) of the respondents ha ve never used Wi-Fi before. 
Types of Wi-Fi Network for Internet Access
The types of Wi-Fi network for Internet access are shown in Table 9 and Figure 3 . The majority of the respondents (89.5%) use Wi-Fi at home, which is more or less same as the 88.4% reported last year. Table 10 below shows the Wi-Fi using experience profiles of the respondents in terms of the seven main types of Wi-Fi network. It is clear that the more experienced users (those with more than two years of experience of using Wi-Fi) access the Internet using Wi-Fi at home (93.4%), Wi-Fi in office (65.2%), GovWi-Fi (48.6%), and Wi-Fi in business districts (47.0%), while all of the less experienced users (those with less than six months of experience of using Wi-Fi) gain access to the Internet through Wi-Fi hotspots provided by commercial service providers and the GovWi-Fi network. 
Age Profiles
As there are only 2 respondents in the "15-18 years old" age group and 3 persons in the "over 65 year old" age group, the number is too small for yielding any useful insight hence these two groups are excluded from the analysis. Table 13 below shows a breakdown of the use of the seven main types of Wi-Fi Internet network by the 5 remaining age groups. Using Wi-Fi at home (with a share ranging from 81.5% to 96.6%), using Wi-Fi in office (with a share ranging from 48.2% to 77.1%) and GovWi-Fi public hotspots (with a share ranging from 46.3% to 57.1%) are the three most used Internet access conduits across all these age groups. 
Education Profiles
As there is only 1 respondent in the "Junior Secondary" educational level group, the response from this group is too small for yielding any useful insight and hence it is excluded from the analysis. As shown in Table 17 , amongst the 199 respondents who use Wi-Fi to access the Internet, only 1.5% of them are not users of smartphones. They, instead, used personal computers, tablets or other portable devices to connect to the Wi-Fi network. For those who use smartphones, the majority of them use Android smartphones (58.8%). However, it is noteworthy that the percentage share in this year has dropped by 16.3 percentage points from the 75.1% recorded in 2015. This share of smartphone users is followed by those who use Apple iPhones(43.2%), which shows an increase of 16.3 percentage points from the 26.9% in 2015. The percentage of the respondents using smartphones other than an Android or iPhone is small (2.5%) and is on the decline (from 5.0% in 2015 to 2.5% in 2016). As shown in Table 18 and Figure 4 , amongst the 199 respondents who use Wi-Fi to access the Internet, their
Use of Wi-Fi Network
Wi-Fi usage pattern shows a slight deviation from that reported last year. In this year (2016), the majority of the 199 respondents use Wi-Fi to obtain information from the Internet (78.4%). They are followed by those who use Wi-Fi to contact friends (70.4%). However, in the survey conducted last year (2015), the main use of Wi-Fi is to contact friends (76.6% in 2015), which is followed by those who use it for obtaining information from the Internet (75.1% in 2015).
Meanwhile, the percentage of respondents who need to use Wi-Fi to conduct activities online (63.3%) and complete their work (55.3%) are both on the rise when compared with the figures reported last year (53.2% and 48.3% respectively). The percentage increases are 10.1 percentage points and 7.00 percentage points respectively. Wi-Fi to contact friends, using Wi-Fi to obtain information from the Internet and using Wi-Fi to conduct activities online are the 3 most cited uses of Wi-Fi network in both groups. However, there are minor differences. The use of Wi-Fi to contact friends takes up the biggest share of use among the males (73.6%), while the same use only ranks second (65.5%) among the females. Meanwhile using Wi-Fi to obtain information from the Internet is the most common reason of using Wi-Fi for the female group (76.9%), while the same only ranks second (71.1% ) among the males. The male group reports a slightly higher percentage of respondents who claim that they must use Wi-Fi to complete work than the female group (57.0% for the males and 52.6% for the females). Both groups have more or less the same percentage of respondents who claim that they must use WiFi to support their learning (31.4% for the males and 32.1% for the females). Table 23 and Figure 7 below show the percentage of online time that the respondents spent on using mobile messaging Apps. After benchmarking the numbers with last year's figures, it is noted that the respondents this year have a rather different profile with regard to the percentage of online time spent on mobile messaging. Last year, we found that the majority (33.0%) of the respondents used 10-25% of their online time for mobile messaging while this year, the majority (34.7%) of the respondents use 26-50% of their online time for mobile messaging. Table 25 below shows the percentage of online time the respondents spent on social networking Apps and the numbers are benchmarked with last year's figures. It is noticeable that the respondents this year have a rather different profile with respect to the percentage of online time spent on social networking. Last year, the majority (70.5%) of the respondents used less than 25% of their online time for social networking (35.5% of them used less than 10% and 35.0% of them use 10-25% of their online time), while this year, the majority (61.6%) of the respondents use 10-50% of their online time for social networking (30.8% of them use 10-25% and the same 30.8% of them use 26-50% of their online time). Table 26 shows the attitude toward e-Learning of our respondents. It is found that the majority of respondents (76.9% or 153 out of 200) use e-Learning and the majority of them say that they will encourage people to use e-Learning (86.9% or 173 out of 200). Table 27 and Figure 9 below show how e-Learning affects learning interest. The majority (74.0%) of the respondents agree that e-Learning can increase his/her learning interest and only a small percentage (6.5%) of the respondents think otherwise.
Internet, Free Wi-Fi and E-Learning
When being asked whether they believe e-Learning can increase an adult's learning interest in general, the majority (75.0%) of the respondents agree and only a small percentage (4.5%) of them think otherwise. When being asked whether they believe e-Learning can increase secondary school students' learning interest, the majority (78.5%) of the respondents agree but only a small percentage (5.0%) of them do not think so. When being asked whether they believe e-Learning can increase primary school students' learning interest, the majority (80.0%) of the respondents agree and only a small percentage (5.5%) of them disagree.
From the above data, we can conclude that the respondents believe that e-Learning can increase the learning interest of both adults and students. From the small differences observed, our respondents generally believe that e-Learning will benefit younger people (80.0% for primary school student) more than adults (75.0%). Figure 9 . E-Learning and Learning Interest Table 29 below shows how e-Learning helps secondary school students improve their learning interests. The majority (81.8%) of the respondents believe that e-Learning enhances secondary school students' interest in learning but only a small percentage (3.5%) of them do not think so. A large majority (90.9%) of the respondents believe that e-Learning makes secondary school students' information collection easier and, among them, 31.0% strongly agree. Only a small percentage (2.0%) of the respondents do not believe e-Learning helps them in this way. The majority (77.7%) of the respondents believe that e-Learning broaden a secondary school student's horizons and, among them, 23.4% strongly believe so. Only a small percentage (4.0%) of the respondents disagree. The majority (81.3%) of the respondents believe that e-Learning facilitates secondary school students' communication with their fellow students and only a small percentage (6.6%) of them think otherwise. The majority (77.7%) of the respondents believe that e-Learning facilitates secondary school students' communication with their tutors and only a small percentage (8.6%) of them disagree. The majority (80.2%) of the respondents believe that e-Learning enhances secondary school students' self-learning ability but a small percentage (5.5%) of them disagree. Table 30 below shows how e-Learning helps primary school students improve their learning interests. The majority (81.8%) of the respondents believe that e-Learning enhances a primary school student's interest in learning but a small percentage (6.0%) of them disagree. The majority (81.2%) of them believe that e-Learning makes primary school students' information collection easier but a small percentage (6.6%) of them disagree. The majority (83.7%) of the respondents believe that e-Learning broaden primary school students' horizons, those who disagree constitute only a small percentage of 5.0%. The majority (73.1%) of the respondents believe that e-Learning facilitates primary school students' communication with their fellow students but a small percentage (11.7%) of them disagree. The majority (70.4%) of the respondents believe that e-Learning facilitates primary school students' communication with their tutors but a small percentage (11.7%) of them do not think so. The majority (75.7%) of the respondents believe that e-Learning enhances primary school students' self-learning ability but a small percentage (9.1%) of them disagree.
E-Learning for Adults

E-Learning for Secondary School Students
E-Learning for Primary School Students
Although the respondents generally believe that e-Learning can benefit primary school students, when the data is benchmarked with those for secondary school students and adults, it is obvious that the respondents believe that the benefits will be greater to secondary school students and adults than to primary school students. Figure 10 . Free Wi-Fi and e-Learning
Free Wi-Fi and e-Learning
When being asked whether they are worried that their personal information could be leaked while using e-Learning platforms, 188 out of the 200 respondents answered this question. Amongst the 188 respondents, the majority of them (77.13% of 145 out of 188) express concerns over the possible leakage of personal information due to access to e-Learning platforms.
Wi-Fi Access
Wi-Fi Tethering
Last year, we observed that 2.0% of the respondents didn't know what is tethering and didn't know that they could use their smartphones as Wi-Fi hotspots to share Wi-Fi signal. As shown in table 32, this year, among the 199 people responded to our survey, all of them know what is tethering.
Similar to last year, when being asked whether they have ever shared their smartphones as a Wi-Fi Hotspot, i.e., Wi-Fi tethering, the majority (66.8%) of the respondents answer in the affirmative but 33.2% of the respondents answer in the negative. However, that percentage of respondents who claimed they have shared their smartphones as a Wi-Fi hotspot increase considerably by 13.8 percentage points to 66.8% from last year's figure of 53.0%. Table 34 below shows the types of Wi-Fi encryptions use by the respondents at home and the data are benchmarked with the 2015 findings. A total of 188 respondents answered the questions and 42.0% of them do not know what kinds of Wi-Fi security they were using. The number is slightly higher than 33.2% reported last year. For those who know what kinds of Wi-Fi security they are using, 4.8% (9 out of 188) of them do not use any Wi-Fi encryptions on their home Wi-Fi networks, which is a slight improvement (1.1 percentage points) compared to the 5.9% last year. For those home Wi-Fi users who use Wi-Fi security, the majority of them (33.5%) use "WPA/WPA2 using AES". They are followed by those who use "WPA/WPA2 using TKIP" (15.4%). Only 4.8% (2015 was 7.4%) of the home Wi-Fi users use WEP (Wired Equivalent Privacy). Table 35 shows that the types of Wi-Fi authentication protocol the respondents use at home and the data are subsequently benchmarked with the 2015 findings. It shows that a total of 39.3% of the Wi-Fi users have no idea of the kinds of authentication protocols they are using at home. The number is 16.5 percentage points higher than the 22.8% of the respondents who said so last year. For those who know the kinds of Wi-Fi authentication protocol they are using, the majority (34.7%) of them use WPA2-Personal (aka WPA-PSK or Pre-Shared Key mode). They are followed by those who are using WPA-Personal (20.9%). Only a small percentage of the respondents use WPA-Enterprise (3.1%) or WPA2-Enterprise (2.0%) at home. Table 37 below shows the respondents' comments and suggestions on the public Wi-Fi hotspots provided by the HKSAR Government known as GovWi-Fi, and the data were benchmarked with those reported in 2015. Same as last year, inadequate Wi-Fi access points (72.4% in 2016 and 75.7% in 2015) , unstable service quality (61.2% in 2016 and 58.4% in 2015) and inadequate bandwidth (45.9% in 2016 and 52.5% in 2015) are the top three comments given by the respondents. They are followed by inadequate contents or services (25.0%). As shown in Table 38 below, a total of 195 respondents gave suggestions on where to install more Wi-Fi hotspots and their suggestions are shown in Table 37 below. The majority of the respondents suggest installing more Wi-Fi hotspots at MTR (66.2%), promenades (52.8), in shopping malls and at public transport interchanges (51.8%). They are followed by installing at bus stations (47.2%), public transport (45.6), park (45.1%), restaurants (40.5%) and public housing estates (37.5%). 
Public Wi-Fi Access
Discussion
The advent of "Internet of things" (IoT) has changed how people interact with other people as well as devices, animals and objects around them (Wortmann & Flü chter, 2015) . IoT is not only a buzzword, but also a major focus of research and business on a global scale. To connect us with the "things" or "everything" around us, Wi-Fi is the most obvious conduit. Since the beginning of the Wi -Fi age, this technology has not only changed how people interact but completely transformed our way of life. It makes doing business, managing our daily routines and personal lives easier, more mobile and can be conducted at a lower costs both in terms of time and money. With Wi-Fi and the myriad of supporting devices and applications, business, work and personal affairs can be conducted from anywhere, anytime. Wi-Fi keeps people in sync with what is going on both within and outside their social circle and has become an integral part of our daily lives.
Setting out to examine the use of Wi-Fi in Hong Kong, the knowledge and knowledge gap in Wi-Fi security, the status of Wi -Fi connectivity Hong Kong and the possibility of Wi-Fi as a facilitator of e-Learning, this report seeks to empirically assessment the user perceptions on Wi-Fi usage with a view of providing evidence-based suggestions to both commercial and government stakeholders in Hong Kong (HKSAR Government, 2015) .
Wi-Fi Usage
It is revealed that the majority of the respondents use Wi-Fi network (99.5%) both in-home (89.5%) and in office (67.8%). Close to half (49.3%) of the respondents use free GovWi-Fi public hotspots to connect the Internet.
It is observed that, comparing with the year before, the respondents this year spend more time on Wi-Fi to access the Internet in general. The majority of the respondents (71.0%) consider themselves as frequent users of Wi-Fi, representing an increase of 8.5 percentage points over the figure of last year. Meanwhile, only 4.5% of the respondents said they seldom use or have never used Wi-Fi, accounting for about a half of those who said so (10.5%) in the 2015 study.
It is also revealed that 100.0% of the new Wi-Fi users, i.e., those who reported that they have used Wi-Fi for less than 6 months, start their Wi-Fi usage experience with free public Wi-Fi provided by the government and Wi-Fi hotspots provided by commercial service providers. Moreover, for the users with a half to one year Wi-Fi usage experience, 66.67% of them use GovWi-Fi public hotspots and half of them (50%) use Wi-Fi hotspots provided by commercial service providers. These findings highlight the importance of public Wi-Fi, especially those provided for free, to first time users to get started with the experience of staying connected while on the move.
Our study reveals that people with a lower level of education tend to use more free GovWi-Fi public hotspots. This finding highlights the importance of free Wi-Fi in narrowing down the digital gap. Contrary to previous two studies, this study shows that aside from education level and Wi-Fi usage experience, other factors, such as gender, marital status and age differences do not have an obvious effect on the respondents' pattern of Wi-Fi network usage. 
Use of Wi-Fi for Mobile Messaging and Social Networking
The study shows that mobile messaging and social networking have become an integral part of people's lives and more and more people are conducting messaging and networking activities through Wi-Fi. It is observed that WhatsApp, WeChat and LINE are the 3 most used mobile messaging Apps used and nearly all of our respondents (95.0%) are users of WhatsApp. Mobile messaging Apps are used by the respondents for a wide variety of purposes, in particular, for textual communication (84.9%), textual plus emoticon communication (78.4%), group chats (70.9%) and voice messaging (57.3%). All these usages have reported a considerable increase (ranging from 1.1 to 10.4 percentage points) comparing with the figures last year. Correspondingly, the amounts of time that the respondents spent on mobile messaging has also increased, 29.1% of the respondents spent more than half of their online time on mobile messaging, which is 7.6 percentage points more than the 21.5% reported last year.
The use of social networking Apps reveals a pattern similar to that of mobile messaging Apps. It is observed that facebook and Instagram are the two most used social networking Apps amongst our respondents. Nearly all (89.9%) of our respondents use facebook. Only 7.5% of our respondents claimed that they are not using any social networking Apps. The share of this particular group of non-users drop 2.9 percentage points comparing with the rate last year. The amounts of time spent on social networking also hike this year, with 19.5% of the respondents claimed that they spend more than half of their online time on social networking, an 8.5 percentage points increase over the 11.0% reported last year.
Wi-Fi and Security Measures
With the proliferation of mobile devices and widespread adoption of cloud storage, Wi-Fi tethering has now become increasingly popular in Hong Kong. The study shows that Wi-Fi tethering increases steadily from 50.0% reported 3 year ago, 53.0% last year to 66.8% this year. This finding indicates that Hong Kong people are embracing Wi-Fi tethering, a technology which enables them to use low cost Wi-Fi-only tablets to connect to the Internet while on the go.
Nowadays smartphones are serving as a common Wi-Fi "hotspot" which allows users to share and gain access to Internet connection by a simply click of a button. However, this type of convenience also comes with a potential security risk to the people who share and use the Wi-Fi connection (Khoula et al., 2016) . Therefore, Wi-Fi users have to be reminded not to use unknown Wi-Fi connections as there is a potential danger of giving access to hackers to obtain important personal information including emails or passwords which could therefore give culprits access to bank details or any other data that you share or transmit. Greater efforts must be made to educate users about the potential risks of Wi-Fi tethering and what are the proper security measures to be adopted to ensure safe Wi-Fi tethering functionality.
Other than Wi-Fi tethering, home Wi-Fi routers may pose an even higher security risk because home Wi-Fi routers are always on. This gives hackers much more time to hack into the Wi-Fi connection if they want to do so. It is surprised to note that the majority (51.0%) of the respondents have no idea of what kinds of Wi-Fi standard they are using at home. This finding shows that there is a big room for improvement in respect of promoting Wi-Fi security to the general public. Both the government and commercial service providers must take the lead to promote Wi-Fi security both in-home and in public venues and areas. Although the study shows that the percentage of people using older Wi-Fi standard keeps dropping, it is noteworthy that 8.2% and 6.1% of the respondents are still using 802.11a and 802.11b respectively. One of the explanations could be that they find changing their Wi-Fi routers difficult and hence are reluctant to do so.
When being asked what kind of Wi-Fi encryptions they are using at home, it is found that 42.0% of the respondents cannot answer and 4.8% of them say they do not have any encryption in their home Wi-Fi network.
When being asked what kind of Wi-Fi authentication protocols they are using at home, 39.3% of the respondents cannot answer and 60.7% of the respondents say they are using WPA/WPA2 based authentication protocols.
Wi-Fi Accessibility
Similar to the last 3 reports, inadequate Wi-Fi access points, inadequate bandwidth and unstable service quality continue to top the list of problems that frustrate Wi-Fi users in Hong Kong. These problems are found in both public Wi-Fi access services run by commercial service providers and those provided by the HKSAR Government. However, unlike the last 3 reports, the study this year found that complaints on inadequate bandwidth have considerably reduced (6.6 percentage points for GovWi-Fi and 2.6 percentage points for commercial Wi-Fi service). Meanwhile complaints on inadequate GovWi-Fi access points have also reduced considerably by 3.3 percentage points. This finding indicates that public Wi-Fi services in Hong Kong are improving, in particular the GovWi-Fi service. This may be due to the continuous investment on Wi-Fi access points by the HKSAR government in recent years. However, complaints on unstable service quality on free GovWi-Fi service and commercial Wi-Fi service increase slightly by 2.8 and 4.4 percentage points respectively. That means both the HKSAR government and the commercial sector need to further improve the quality of free Wi-Fi connection service in Hong Kong.
When being asked the possible places to install more Wi-Fi hotspots, respondents point to MTR (66.2%), promenade (52.8%), public transport interchange (51.8), shopping malls (51.3%), bus stations (47.2%), other public transport (45.6%) and parks (45.1%) as the most preferred locations. This finding is particularly meaningful to the service providers when looking for places to expand their present Wi-Fi coverage.
Free Wi-Fi and E-Learning
Learning is the acquisition of new knowledge and information, it can take place in the traditional pen and paper form, or using mobile devices to search for information or communicate with or consult others for advice or input. E-Learning is a growing trend in today's educational system and many people, including adults and school children are using computers or mobile devices to consult their teachers or fellow classmates, to discuss group projects, to search for information or to broaden their knowledge by watching a Youtube channel.
The study shows that our respondents are generally having a very positive attitude toward e-Learning. The majority of them say they have experience of using e-Learning and they will encourage other people to do so (86.9%). The majority (82.0%) of them believe that free Wi-Fi helped them learn online. They perceive that by giving adults, students and their fellow citizens free Wi-Fi can help them to learn online more effectively. They generally believed that e-Learning can increase people's learning interest, make information collection easier, broaden a person's horizon, facilitate communication with fellow students and tutors and enhance self-learning ability.
From the finding, it is believed that both government and commercial sector should provide more e-Learning platforms, encourage people to produce more learning material, and more importantly, to provide free, or low-cost Wi-Fi connection for people to access those learning materials.
Our world is getting more and more globalized despite occasional setbacks due to geopolitical issues. In the globalized world of today, the competitiveness of a place hinges very much on the citizens ' ability and imitativeness to acquire new knowledge and advanced skills. E-learning is the obvious platform for people to learn more and become more informed and skilled in order to compete in the global market. Hong Kong, as a city without natural resources, needs to encourage and facilitate its citizens to learn either through the traditional education system and/or on their own through the new medium of e-Learning. And most importantly, Hong Kong, as one of the most modern and most knowledge-intensive cities in China, must leverage on its advantages of Wi-Fi coverage, free flow of information and global Internet connectivity to create an environment where people and businesses are more competitive, more prosperous and more ready to reap the benefits of their hard work.
